OF CALIFORNIA, NEVADA & HAWAII a Molson Group Company

Electronic Communications Policy (PECR)

Department: Marketing Document Author: Jordan Fontaine
Date of issue: 01/02/2025 Last Updated: 01/02/2025
Version: 1.1



111Ny

POWERSCGREEN,

OF CALIFORNIA, NEVADA & HAWAII a Molson Group Company

1] L
Contents
A oY otV &1 =T 44 U= 4 3
2 PUIPOSE cieeiiieiiniiinniiaesiansiansisesissersssrasstsssssssssssssssrssssssssssssssssssssssssssssssssssssssssssssnssanssenssanss 3
Y o o 1= 3
70 R 1= 1 V1 o o P OO PPPST PP 4
4  Whatis the PECR? ....cccuuiiiiiiiiiiiinniiiniiiinnnsessisniinisssssssssssssisesssssssssssnsssssssssssssssssssnssssssssss 6
4.1 The PECR and Data ProteCtion .........eeeiiiiiieiiiiiie ettt e e e e e e 7
4.2 The Information Commissioners’ Office (ICO) .......coovvvvrrrieeiiiieiiiiiieeeee e e 8
T © 1« =T ot | N 8
6 DireCt Marketing .....cceeucieeeiiieeiiiiecrteerteeiereenerensesrnsereaserensesensssensserensesenssssnnsessnssensssenns 10
7 Cookies and Similar TEChNOIOZIES ....c..cveeuirieiiieeiiriccreercreeerrneecreeereneeerennerennesennesensesnnns 10
% R 01014\ o 1= o T - 1 11 Y OSSP PPP 11
8  Public Electronic Communications Service & Network.........ccccceeeiiiiiiininniiiiiiiiinenniinnnns 12
S Tt Y =T ol U 1 PP UTTT P PPPPPPRPN 13
L= BN 0 T 1 TN 2T = T o T 14
10 Audits & MONITOFING....ccuuiiieiiiiiireecrterriiereeereaeesrnenereasesensssrnasesensesensssrensesenssssnnsernnnes 15
3 R I 11T - 5 16
12 RESPONSIDIITIES ceuuuerenerenireeeeriiereniereeereenieteeereaneeeesereasersasesssnsessaseesesssssnsessnsessnnessnnnes 16

TOLL-FREE: (888) 797-1216 TOLL-FREE: (888) 797-7276 TEL: (707) 253-1874 TOLL FREE: (888) 797-1276
www.powerscreenofcalifornia.com info@powescreenofcalifornia.com

HEAD OFFICE - DIXON CENTRAL CALIFORNIA SOUTHERN CALIFORNIA

1205 Business Park Drive, Dixon, CA 95620 21506 Taft Highway, Taft, CA 93268 21010 Watson Road, Romoland, CA 92585

TEL: (707) 253-1874 TOLL FREE: (888) 71977216 TOLL-FREE: (888) 797-7276 TEL: (951) 928-1297 TOLL FREE: (888) 797-7216
NAPA NEVADA ARIZONA

190 Camino Oruga Ste 1-4, Napa, CA 94558 75 0ld Como Road, Dayton, NV 89403 4515 N El Mirage, Avondale, AZ 85392




111Ny

POWERSCGREEN,

OF CALIFORNIA, NEVADA & HAWAII a Molson Group Company
LI L

Policy Statement

Powerscreen of California, Nevada, & Hawaii, an entity owned by Molson Group, (hereinafter referred to as “the
Company,” “we,” “us,” or “our”) use email, SMS, e-marketing, direct mail, and/or telephone to send marketing
information to certain individuals. As such, we have obligations under the California Consumer Privacy Act
(CCPA) to ensure that individuals’ privacy rights are respected and protected.

This policy works in conjunction with our data protection policies to ensure that individuals are afforded
adequate privacy rights in relation to these activities. We have implemented policies, procedures, controls, and
measures to ensure compliance with the CCPA, including staff training, documented procedures, audit
measures, and regular assessments.

Protecting the security and confidentiality of personal information and maintaining compliance with electronic
communication and marketing privacy laws is one of our top priorities. We are committed to operating with a
Privacy by Design approach. This policy should be read alongside our Data Protection and Information Security
policies.

Purpose

The purpose of this policy is to ensure that the Company meets its legal, statutory, and regulatory obligations
under the CCPA and any other applicable U.S. privacy laws. As the Company provides services and uses

technology that involves the collection and processing of personal information, we have a duty to implement
and maintain specific policies, controls, and measures to ensure the security and compliance of all activities.

Scope

This policy applies to all staff within the Company, including permanent, fixed-term, and temporary staff, third-
party representatives or sub-contractors, agency workers, volunteers, interns, and agents engaged with the
Company within the United States or internationally. Adherence to this policy is mandatory, and non-
compliance may lead to disciplinary action.
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Definitions

e “Bjll” includes an invoice, account, statement or other document of similar
character

e “Call” means a connection established by a telephone service allowing two-way
communication in real time

e “Communication” means any information exchanged or conveyed between
parties by means of a public electronic communications service (excluding where
part of a programme service, except where the information relates to the
identifiable subscriber or user receiving the information

e “Communications Provider” means a person who provides an electronic
communications network or an electronic communications service as per the
meaning given by section 405 of the Communications Act 2003

e “Consent” of the data subject means any freely given, specific, informed and
unambiguous indication of the data subject's wishes by which he or she, by a
statement or by a clear affirmative action, signifies agreement to the processing of
personal data relating to him or her.

e “Corporate Subscriber” means a subscriber who is: -

o acompany formed and registered under the Companies Act 1985 (or any
former Companies Acts, excluding a company registered under the Joint
Stock Companies Acts

a company incorporated in pursuance of a royal charter or letters patent
a partnership in Scotland
a corporation sole

o O O O

any other body corporate or entity which is a legal person distinct from its
members.
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“Electronic Communications Network” means (as per the meaning given by
section 32 of the Communications Act 2003): -

o atransmission system for the conveyance, by the use of electrical, magnetic
or electro-magnetic energy, of signals of any description; and

o such of the following as are used, by the person providing the system and in
association with it, for the conveyance of the signals: -

= apparatus comprised in the system
= apparatus used for the switching or routing of the signals
= software and stored data
= otherresources, including network elements which are not active.
e “Electronic Communications Service” means (as per the meaning given by
section 32 of the Communications Act 2003) a service of any of the types specified

in below provided by means of an electronic communications network, except so
far asitis a content service: -
o aninternetaccess service
o anumber-based interpersonal communications service
o any other service consisting of, or having as its principal feature, the
conveyance of signals, such as a transmission service used for machine-to-
machine services or for broadcasting.

e “Electronic Mail or Email” means any text, voice, sound or image message sent
over a public electronic communications network which can be stored in the
network or in the recipient’s terminal equipment until it is collected by the recipient
and includes messages sent using a short message service (SMS).

e “Individual” means a living individual and includes an unincorporated body of such
individuals.
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e “Information Society Service” means any service normally provided for
remuneration, at a distance, by means of electronic equipment for the processing
and storage of data, and at the individual request of a recipient of a service:

o ‘atadistance’ meansthatthe service is provided without the parties being
simultaneously present

o ‘byelectronic means’ means that the service is sent initially and received at
its destination by means of electronic equipment and entirely transmitted,
conveyed and received by wire, by radio, by optical means or by other
electromagnetic means

o ‘attheindividual request of a recipient of services’ means that the service is
provided through the transmission of data on individual request.

e “The Commissioner” means the Information Commissioners Office (ICO) who are
responsible for oversight and enforcing the PECR.

e “Traffic Data” means any data processed for the purpose of the conveyance of a
communication on an electronic communications network or for the billing in
respect of that communication and includes data relating to the routing, duration or
time of a communication.

e “UK GDPR” means the United Kingdom General Data Protection Regulation,
tailored by the Data Protection Act 2018 and amended by The Data Protection,
Privacy and Electronic Communications (Amendments etc.) (EU Exit) Regulations
2019/2020

e “User” means any individual using a public electronic communications service.

What is the PECR?

The Privacy and Electronic Communications Regulations 2003 (PECR) implemented
European Directive 2002/58/EC into UK law and provides rules and specific privacy rights
in relation to electronic communications. The Regulations sit alongside the UK's data
protection framework and relate specifically to:
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e Marketing by electronic means: -
o calls
o emails
o SMS
o faxes
e The use of cookies or similar technologies that track information about people
accessing a website or other electronic service
e The privacy of customers using communications networks or services as regards
traffic and location data, itemised billing, line identification services and directory
listings.

The Regulations have been designed to complement the data protection framework and
apply to the specific privacy rights of individuals regarding electronic communications.
They also set out the measures and safeguards organisations must take in relation to the
security of such services and technologies.

With the vast increase in the provision and use of digital and electronic mediums, there is a
direct requirement to provide rules for security and protection. The PECR ensures that
organisations are compliant and considerate when carrying out any of the activities
covered by the Regulations.

The PECR and Data Protection

The PECR works in conjunction with the UK GDPR and has been amended to sit alongside
the Regulation, including utilising the UK GDPR’s definition of consent. Depending on the
services provided or technology used, an organisation may need to comply with both the
UK GDPR and PECR or just the PECR.

Providers of services or technologies that rely on consent or legitimate interest and
process personal data must comply with both the PECR and the UK GDPR. Where
marketing or cookies do not involve the processing of personal information, an
organisation must still comply with the PECR.

For those providing an electronic communication service or network Article 95 and Recital
173 of the UK GDPR help to avoid duplication and confusion of rules between the UK GDPR
and PECR. The PECR rules supersede those in the GDPR when related to:
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e Security and security breaches
e Traffic data

e Location data

e |temised billing

e Lineidentification services.

The Information Commissioners’ Office (ICO)

The Information Commissioners Office (ICO) (hereinafter referred to as the
Commissioner), is an independent regulatory office who report directly to Parliament and
whose roleitis to uphold information rights in the public interest. The legislation they have
oversight for includes: -

e The UK GDPR (tailored by the Data Protection Act 2018)
e The Privacy and Electronic Communications Regulations (PECR)
e Freedom of Information Act 2000

e The Environmental Information Regulations 2004

The Commissioners’ mission statementis “to uphold information rights in the public
interest, promoting openness by public bodies and data privacy for individuals” and they
can issue enforcement notices and fines for breaches in any of the Regulations, Acts
and/or Laws regulated by them.

Under the PECR, the Commissioner is responsible for the oversight and enforcement of the
Privacy and Electronic Communications Regulations 2003 and for responding to
complaints with regards to UK GDPR and those firms located solely in the UK.

Obijectives

We are committed to ensuring that all electronic communications activities and personal
data processed by the Company is done so in accordance with the PECR and where
relevant, the UK GDPR. We also adhere to any associated guidelines or codes of conduct
set out by the Commissioner and local law.

The Company have developed the below objectives to meet its public electronic
communications obligations and to ensure continued compliance with the law.
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The Company ensure that: -

e We have dedicated PECR related policies and procedures in place to ensure
ongoing awareness and compliance with the rules.

e We have up to date Data Breach Procedures and a Data Breach Log in place to
comply with Section 5(a) of the PECR.

e Users and subscribers are provided with specific information about our use of
traffic data and/or location data and, where applicable, consentis obtained to
process such data.

e Staff are provided with training on the PECR requirements and the Company’s
obligations.

e Direct marketing mediums contain the relevant information required by the PECR
and where such marketing is unsolicited, we always obtain consent from the user or
subscriber.

e Any cookies used on our website are clearly marked and information about the
cookies and the users’ rights are provided to every visitor as per the PECR
requirements. Options to accept or reject non-essential cookies are always
provided.

e Procedures and controls to comply with the PECR are reviewed on an annual basis
to ensure ongoing compliance with the Regulation.

e Allforms of electronic marketing are reviewed by Jordan Fontaine prior to being
implemented.

TOLL-FREE: (888) 797-1216 TOLL-FREE: (888) 797-7276 TEL: (707) 253-1874 TOLL FREE: (888) 797-1276
www.powerscreenofcalifornia.com info@powescreenofcalifornia.com

HEAD OFFICE - DIXON CENTRAL CALIFORNIA SOUTHERN CALIFORNIA

1205 Business Park Drive, Dixon, CA 95620 21506 Taft Highway, Taft, CA 93268 21010 Watson Road, Romoland, CA 92585

TEL: (707) 253-1874 TOLL FREE: (888) 71977216 TOLL-FREE: (888) 797-7276 TEL: (951) 928-1297 TOLL FREE: (888) 797-7216
NAPA NEVADA ARIZONA

190 Camino Oruga Ste 1-4, Napa, CA 94558 15 0ld Como Road, Dayton, NV 89403 4515 N El Mirage, Avondale, AZ 85392




10

A1y

POWERSCGREEN,

OF CALIFORNIA, NEVADA & HAWAII a Molson Group Company
LI L

Direct Marketing

The Company have a dedicated Direct Marketing Policy that details our obligations and
procedures in relation to marketing as defined in the PECR. We recognise the requirement
to obtain consent and provide specific information when sending unsolicited marketing,
either by phone, email, fax, text or any other form of electronic communication.

We have consent controls in place that comply with the UK GDPR requirements and
ensure that all forms of marketing communication adhere to the PECR rules. As the areas
of direct marketing has numerous rules and regulations, we utilise a standalone policy for
this purpose, to ensure that employees have a clear understanding of the rules and their
responsibilities.

Please refer to the Company’s Direct Marketing Policy for full details of our marketing
procedures and controls.

Cookies and Similar Technologies

In the UK, the Privacy and Electronic Communications Regulation (PECR) sets out the rules
regarding the use of cookies on websites. Section 6 of the Regulation prohibits the storing
and accessing of information on a users' terminal equipment unless that user has given
their consent.

The PECR requires that detailed, clear, and relevant information is provided to the user
regarding the existence of any cookies, including what each cookie does and why it is used.
Consent must then be obtained from the user to allow cookie(s) to be stored on their
device.

The Regulation provides an exception to cookie consent where the cookie is used for the
sole purpose of carrying out the transmission of a communication over an electronic
communications network or where the cookie is strictly necessary to provide a service
requested by the user (i.e., cookies used to remember a user’s goods in an online basket or
that are essential for regulatory or legal compliance).

TOLL-FREE: (888) 797-1216 TOLL-FREE: (888) 797-7276 TEL: (707) 253-1874 TOLL FREE: (888) 797-1276
www.powerscreenofcalifornia.com info@powescreenofcalifornia.com

HEAD OFFICE - DIXON CENTRAL CALIFORNIA SOUTHERN CALIFORNIA

1205 Business Park Drive, Dixon, CA 95620 21506 Taft Highway, Taft, CA 93268 21010 Watson Road, Romoland, CA 92585

TEL: (707) 253-1874 TOLL FREE: (888) 71977216 TOLL-FREE: (888) 797-1216 TEL: (951) 928-1297 TOLL FREE: (888) 797-7216
NAPA NEVADA ARIZONA

190 Camino Oruga Ste 1-4, Napa, CA 94558 15 0Id Como Road, Dayton, NV 89403 4515 N El Mirage, Avondale, AZ 85392




11

111Ny

POWERSCGREEN,

OF CALIFORNIA, NEVADA & HAWAII a Molson Group Company
LI L

Confidentiality

In accordance with Section 6 of the Regulation, the Company have strict procedures to
ensure that no person gains access to any information stored within the terminal
equipment of a user or subscriber. The Company comply fully with its obligations under the
PECR and uses a dedicated Cookie Policy to ensure that visitors and users of our website
are provided with the necessary information on our storage and use of cookies.

If the Company would like to request access to any data or personal information stored
within the individual’s terminal equipment, we utilise a pop up screen or notice upon initial
visit to the website to ensure that the subscriber or user: -

e s provided with clear and comprehensive information about the purposes of the
storage of, or access to, that information; and

e hasgiven his or her consent.

Where the above information has already been provided to the subscriber or user, the
Company can also utilise the consent of a subscriber or user who amends or sets controls
on the internet browser that they are using or by using another application or programme to
signify consent. All forms of consent are collected and maintained in accordance with the
consentrules set out in the UK GDPR.

The Company reserve the right not to obtain consent for access to subscriber or user data
or personal information where it relates to the technical storage of, or access to,
information: -

e forthe sole purpose of carrying out the transmission of a communication over an
electronic communications network.

e where such storage or access is strictly necessary for the provision of an
information society service requested by the subscriber or user.

Please refer to our Cookie Policy for full information on our procedures and measures.
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Public Electronic Communications Service & Network

Electronic communications service as defined in the PECR has the same meaning as that
of section 32 of the Communications Act 2003 "a service consisting of, or having as its
principal feature, the conveyance by means of an electronic communications network of
signals, except insofar as it is a content service."

The same Act provides a definition of an electronic communications network as "a
transmission system for the conveyance, by the use of electrical, magnetic or electro-
magnetic energy, of signals of any description [where the] following as are used, by the
person providing the system and in association with it, for the conveyance of the signals: -

e apparatus comprised in the system.
e apparatus used for the switching or routing of the signals.
e software and stored data.

e otherresources, including network elements which are not active.”

An electronic communications service allows individuals to sign up to a service with a view
to sending or receiving electronic signals (i.e. sounds, images, data etc). An electronic
communications network is the transmission system that makes the electronic
communications services available to the users or subscribers.

The PECR describes the individuals to whom the rules apply as subscribers or users. The
term user describes any individual who makes use of a public electronic communications
service. However, a subscriber is party to a contract with a provider for the provision of the
electronic communications services (e.g. An employer signing up to broadband would be
the bill payer and subscriber, but the employees using the internet are users).

There is also a difference between a corporate subscriber and individual subscribers. The
former covers subscribers that are a corporate body with separate legal status (i.e. Ltd,
LLP etc). The latter is any individual customer and also overs sole traders and
partnerships.
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Security

Where the Company provide a public electronic communications service, we ensure that
we have adequate and appropriate technical and organisational measures in place to
safeguard the security of that service. Details of the measures and controls in place are set
out in our Information Security Program and Data Protection Policy. Policies to be read in
conjunction with this policy are: -

e Information Security Policy
e Firewall Policy

e Malware & Anti-Virus Policy
e Access Control Policy

e Data Retention Policy

e Password Policy

e Business Continuity Plan

e Data Protection Policy

e International Transfers Policy

The Company comply with Section 5 of the PECR which states the minimum mandatory
security requirements for electronic communications services. Our security policies set
out the measures and controls used to ensure privacy and security. The procedures
include (but are not limited to): -

e Ensuring that personal data can only be accessed by authorised personnel for
legally authorised purposes.

e Protecting personal data stored or transmitted against accidental or unlawful
destruction, accidental loss, or alteration, and unauthorised or unlawful storage,
processing, access, or disclosure.

e Ensuring that the security policies are compliant and maintained in accordance
with the relevant rules and regulations with respect to the processing of personal
data.
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The Company use an external service provider for the electronic communications network
via which our service is provided. We have dedicated due diligence and outsourcing
policies and procedures in place to ensure that service providers and suppliers comply
with the regulations and terms of any service level agreement.

Please refer to our Due Diligence Program, Supplier Onboarding Questionnaire and
Outsourcing Policy for further details.

Data Breach

Section 5A of the PECR requires firms to have measures and controls in place to monitor
and report personal data breaches. The Company have robust objectives and controls in
place for preventing data breaches and for managing them in the rare event that they do
occur. Our procedures and guidelines for identifying, investigating and notification of
breaches are detailed in our Data Breach Policy which forms part of our data protection
compliance program.

The Company ensure the maximum security of data thatis processed, including as a
priority, when it is shared, disclosed and transferred. Our Information Security Policies
provide the detailed measures and controls that we take to protect personal information
and to ensure its security from start to finish.

Whilst every effort is taken to prevent and reduce the risk of data breaches, the Company
have dedicated controls and procedures in place for any rare occurrences. The policy
includes any notifications to be made to the Commissioner and subscriber(s) (where
applicable).

The Company use a dedicated PECR Data Breach Incident Form to ensure that all of the
required details are recorded and maintained. Th relevant information is also added to the
Data Breach Log which enables us the retain an inventory of personal data breaches and to
provide this information to the Commissioner on a monthly basis.

Please refer to our Data Breach Policy & Procedures for specific protocols.
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Audits & Monitoring

This policy and procedure document details the extensive controls, measures and
methods used by the Company to comply with the PECR and any associated data
protection rules. Itis to be read in conjunction with our other UK GDPR and PECR policies.
To ensure continued compliance with the Regulations and to review internal policies and
processes, the Company use a dedicated Compliance Monitoring & Audit Policy &
Procedure, with a view to ensuring that the measures and controls in place to protect
subscribers and users, along with their information at all times.

The Data Protection Officer has overall responsibility for assessing, testing, reviewing and
improving the processes, measures and controls in place and reporting improvement
action plans to the Board where applicable.

The aim of internal PECR audits is to: -
e Ensure that the appropriate policies and procedures are in place.
e To verify that those policies and procedures are being followed.
e To test the adequacy and effectiveness of the measures and controls in place.
e To detect breaches or potential breaches of compliance.
e To identify risks and assess the mitigating actions in place to minimise such risks.
e To recommend solutions and mitigating actions for improvements where applicable.

e To monitor compliance with the PECR and UK GDPR and demonstrate best practice.
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Training

Through our strong commitment and robust controls, we ensure that all staff understand,
have access to and can easily interpret the PECR and that they have ongoing training,
support and assessments to ensure and demonstrate their knowledge, competence and
adequacy for the role. Our Training & Development Policy & Procedures and Induction
Policy detail how new and existing employees are trained, assessed and supported and
include: -

e PECRand UKGDPR Workshops & Training Sessions
e Assessment Tests

e Coaching & Mentoring

e 1:1 Support Sessions

e Scripts and Reminder Aids

e Accesstothe PECR and UK GDPR policies, procedures, checklists and supporting
documents

Responsibilities

The Company ensure that compliance with the PECR is the responsibility of all employees
and provides ongoing support and training to this end. Overall responsibility of PECR
compliance has been assigned to Data Protection Officer, whose role itis to identify and
mitigate any risks to the protection of personal data or the privacy rights of users and
subscribers.
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